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IoT in expansion

Properties proved in the 
Coq Proof Assistant:
• horizontal isolation
• vertical sharing
• kernel isolation

Increased cyberattacks and impacts IoT device’s constrained resources
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• Less memory
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• Very heterogeneous

devices

• Pip’s flexibility

• Adapt the formal proofs

• Reach the lowest possible assumptions

• Maintain ease of adoption, broad use cases

Challenges

Adapting the Pip protokernel for constrained IoTs

IoT devices need security
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Isolation, a means for security-by-design

Pip Optimizing & transitioning from Pip-MMU to 
Pip-MPU, Impacts on partition metadata


