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Context & Motivation

% Attacks: Software-based attacks that exploit hardware microarchitectural properties
Cache side-channel attacks, Spectre and Meltdown, Rowhammer ...
@ Defenses: Software (Pros: flexible. Cons: high overhead, difficulty of getting low-level information)
Dedicated hardware (Pros: fine tuned mitigation, efficient. Cons: impossible to adapt to new attacks)

REHAD (REconfigurable Hardware for Attacks Detection)

Runtime monitoring * Low-frequency detection « Hardware & software hybrid ¢ Instruction-based * No user program modification
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Parallel ' i Memory What can we detect now?

Using hardware's parallel processing

éé InStrUCtlon |Ey| Mapped Typical instruction sequence (signature)
Analysis Registers . rdtscp
mfence mov %eax, %esi
@ FInd Instructions (Counters, thresholds) rdtscp mov (%rdi), %rax
executed, rdtscp, (1) Set threshold N mov g‘zfai')%efi mov (srax), srax
: - mov (%ebx), %eax
Clflush ... MatChlng @ Counter X++ rdtscp mov (%rax), %srax
@ Find typical sub %$esi, %eax mov (%$rax), %$rdi
sequence clflush (%ebx) rdtscp
_ sub %es1i, seax
Flush+Reload attack [1] or Probe attack [3
: : on x86 from Mastik Toolkit [2 ime+rFrobe attack |5,
Reconfigurable Detection Module 21 on x86 from Mastik Toolkit

One possible design, heuristic-based

Implementation Future Work
Platform: ML605 dev board (Virtex-6 FPGA) > Run benchmarks with Linux on FPGA?
Processor. Orca (32-bit, RISC-V)  Measure false positive
Rocket-Chip (64-bit, RISC-V) = Other structure of Detection Module: Machine Learning based?
Resources: ~ 220 LUTs, ~ 70 FFs for Detection * Where reconfigurable Is better than reprogrammable
~ 220 LUTs, ~ 730 FFs for Synchronization = Other attacks: Spectre? ROP? Malware signature?
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